UY BAN NHAN DAN  CQNG HOA XA HQI CHU NGHIA VIET NAM
XA NGHIA HANH Poc 1ap - Tw do - Hanh phic
S6: 51 /UBND Nghia Hanh, ngay;thang 7 nam 2025
y/V tiép tuc trién khai mot
sO giai phap bao dam an toan
thong tin mang

Kinh gui:
- bang uy x&;
- Hoi ddng nhan dan xa;
- Uy ban Mt tran TQVN x&;
- Phong ban, don vi thugc UBND cua xa;
- Trung tdm phuc vu hanh chinh céng;
- Trung tdm cung trng dich vu cong.

Can cir Cong vin s6 151/CAT-ANM ngay 03 thang 7 ndm 2025 ciia Cong
an tinh Quang ngai vé tiép tuc trién khai mot s6 giai phap bao dam an toan thong
tin mang tinh Quang Ngai (mdi).

Nham nang cao ning luc phong chéng ma doc, giam nguy co de doa, loai
b6 cac ma doc tiém an trong hé thong thong tin va ting cuong hiéu qua cong tac
giam sét, xir 1y sy ¢6 gy mat an toan thong tin mang trén dia ban xa Nghia Hanh.
Thuc hién chirc nang, nhi¢ém vu bdo dam an toan thong tin, an ninh mang, UBND
x4 Nghia Hanh dé nghi cac co quan, don vi thuc hién cac ndi dung sau:

1. Trién khai thyc hién hiéu qua cong tac bao dam an toan thdng tin, an
ninh mang véi cong tac chuyén doi sb, tmg dung cong nghé thong tin, phat trién
chinh quyén sd, kinh té sb, x3 hoi s6. Quan triét nguyén tic nguoi dang dau co
quan, don vi chiu trach nhiém trude Chu tich UBND xa néu dé X4y ra viéc mét an
toan thong tin, an ninh mang, 1§ mét bi mat nha nude trén khong gian mang tai co
quan, don vi quan ly.

2. Phan cong can b, cong chire, vién chic phy trach cong tac chuyén d6i
sb, bao dam an toan thong tin, an ninh mang ctia co quan, don vi lam dau mbi tiép
nhan, tham muu, trién khai cac giai phap bao dam an toan thong tin, an ninh mang
theo huéng dan cuia cac don vi chitc ning va tham gia Poi Gmg ciru su ¢6 an toan
thong tin mang tinh Quang Ngai (1ap danh sach va tham gia nhém Zalo theo phuc
luc I).

3. Chi dao, quan triét cong chirc, vién chirc, ngudi lao dong thay doi mat
khau cho lan dang nhap dau tién vao cac hé théng thong tin thu dién tir cong vu;
thuong xuyén thay doi mat khau dang nhap dinh ky 01 1an/3 thang. D6i véi hé
thong thong tin cé xac thyc da nhan t6 co do dai mat khau t6i thiéu 8 ky tu, néu
hé thong thong tin khong st dung xéac thuc da nhan t6 d6 dai mat khau ti thiéu



14 ky tu (bao gdm: chit hoa, chit thuong, ky tu dic biét va chir s6). Khong luu gitr
mat khau trén trinh duyét Internet, tuyét ddi khong sir dung tai khoan thu cong vu
ctia x3 dé dang ky vao cac mang xi hoi, dién dan va cac trang thong tin cong cong
khac.

4. Trén co sé nhitng nén tang phong, chéng ma doc tap trung da trién khai,
stt dung trude sap nhap. Tiép tuc st dung trién khai phuc vu cong tac phong,
chéng ma doc, gidm nguy co de doa, loai bod cac ma doc tiém an trong h¢ théng
thong tin ctia co quan don vi. Tat ca may tinh két ndi vao hé thong thong tin cta
cac co quan, don vi phai duoc cai dit phan mém phong, chéng mi doc c6 ban
quyén.

5. Cai dat Phan mém phong, chong mi doc BKAV Endpoint Client

5.1. Trudng hop thiét bi da cai phan mém, t6 chirc thiét lap lai thong tin
ca nhan 1a cha thé quan 1y, sir dung thiét bi trén phan mém BKAV Endpoint Client
(theo phuc luc II); dong thoi, ra soat, thong ké theo Mau 01 (kém theo) dé duogc
diéu chinh lai trén hé théng.

Truong hop cai diat méi (theo phuc luc I1IT) va thuc hién théng ké theo Mau
02 (kem theo).

5.2. Néu co quan don vi ¢6 nhu cau ding ky bo sung ban quyén st dung
Phan mém BKAV Endpoint Client d6i voi may tinh thudc pham vi quan 1y chua
duogc cai dat cac giai phap phong, chong ma doc, dé nghi gui van ban diang ky sd
lwong vé Vin phong HDND & UBND Xa.

Luu ¥: Di v6i mdy tinh c6 cau hinh k¥ thudt yéu khong cai dat hé diéu
hanh Windows 10 tro 18n (cac phién ban thdp hon di ngimg hd tro ban cap nhat
bao mat) va phan mém BKAV Endpoint Client. Bé nghi don vi nang cap phan
cing dé cai dat hodc chi sir dung doc 1ap, khong két ndi vao hé théng thong tin
cua don vi.

6. Dé nghi cac co quan don vi thuoc UBND xa ra soat, théng ké (Phuc luc
I, Mau 01, 02) va vin ban dang ky nhu cau bo sung ban quyén sir dung phan mém
phong chéng ma doc giri vé Viin phong HPND & UBND qua dong chi Bui
Pinh Minh trudc 13 gio 30 phut ngay 11/7/2025.

pé nghi Thu truong cac co quan, don vi quan tadm chi dao thuc hién./.

Noi nhn: TL. CHU TICH
Eff;g tVﬁHJ KT. CHANH VAN PHONG
' PHO CHANH VAN P

ONG

Nguyén Hitu Nim



(Kém theo Céng vin sé

PHU LUCI
Phén cong dau méi tiép nhan, tham muu, trién khai
cac gidi phap bio dam an toan thong tin, an ninh mang

1. Lap danh sach dau mdi theo miu

/CV-UBND ngay 11/7/2025)

TT| °2Y | Chicvy | Ponvi [Trinh d) cong|s§ dién thoai |Pia chi Email Gh !
ten cbng tac |ngh¢ thong tin chu
Nauyn [Ph6 Chinh Van o T(hc‘f STCNTT
0 uyen gia nva@dguangn
1 phong phong | ATTT-co [0914.237.369 gai@;iv Vg Vidy
Van A Tinh ay Tinh uy Chl'In’g chi qubc A
té CEH)
Neuydn [Pho Chanh Van| 2"
guyén |Ph6 Chanh Van| . " an
2 phong UBND | "9 | Ky s CNTT (0964.357.368 | "VP@aUanan |y 4
Vin B tinh UBND gai.gov.vn
tinh
3

2. Tham gia nhom Zalo “D¢i irng citu ATTT Quang Ngai”
Cac dong chi dugc phan cong lam dau mdi thyc hién truy cap tai khoan
Zalo ca nhan quét Ma QR, dién day du thong tin Ho va tén, Pon vi cong tac dé
tham gia nhom “Do1 tng ctru ATTT Quéang Ngai”

Doi ng clru ATTT Quang Ngai

M&i moi ngudi tham gia nhdm bang ma QR hoac link dudi

day:




PHU LUCII
Thiét lap lai thong tin c4 nhan sir dung
phin mém phong, chéng mi ddc tip trung BKAV Endpoint Client
(Kém theo Céng van s6 ~ ICV-UBND ngay 11/7/2025)
Buéce 1: Mo phan mém Bkav Endpoint trén thiét bj da cai dat s& duoc két qua
nhu hinh bén dudi:

Bkav:

Endpoint’ Al Standard 15

i O/ Twéng Itra Website English

Khu vire quét

® Quét nhanh o
Toan by may Q C:\Users\kythu o
Chon thw muc Program files

Cau hinh quét

137 Bat lich quét {@#} cau hinh nang cao

Bao vé theo cach
chuyén nghiép !

Gép vén dé vé may tinh, ban bam vao day dé duoc Hb try

QQuét % Nang cao | Eﬁﬂ Nhat ky @ Ban quyén

 NM/EESEikavEndpoint Al Standard 2024

Budéc 2: Click chudt trai vao muc Béan quyéli; sau d6 nhan vao nat Sira thong
tin:

T Endpoint AT Standard 15

Thong tin ban quyén s dung Luuy

Tén khach hang: NGUYEN VAN ANH Client ID: 6875 st dung Bkav Endpoint c6 bdn

Caéng ty: STTTT Quang Ngai Group: Cong an tinh quy;é‘n de kc;) gﬁ tinh nang wu viet
Ay ha . va ho tro ky thuat tryec tiep tor

Pién thoai: 0905442447 Ngdy hét han: 31/12/2025 P

2 P
cacchuyéd gia.

Email: nvanh-stttt@quangngai.gov.vn . .
Néu gép bat cé van dé gi vé virus,
2 ban c6 thé giri chan doan, goi yéu
Thong tin phién ban cAu hd tro téi Bkav tai tab Trg giip.
Definition version: 8333 . - Bui , B Ban cling co thé giri email toi
. . Update: 14/04/2025 - Build 17h 16 Bkav360@bkav.corm.vn hosic goi
Engine version: 821 Tim bon mel t6i so dién thoai cho khach hang
Pattern codes: 39.306.368 - Bkav Endpoint 024 3767 7150 dé

dwac hd tro kip bhdk

© Kst ndi tui may chi 8kav Endpoint

2
QQuét : % Nang cao | m Nhat ky @ Ban quyén @ Trd gitp
\ ‘

14/&1/202S. Bkav Endpoint AXStandard 2024



mailto:nvanh-stttt@quangngai.gov.vn
mailto:Bkav360@bkav.corn.vn

-Bwéc 3: Cap nhat cac thong tin ca nhan sir dung phan mém; lwu y: ghi ré ho
va tén, so dién thoai lién lac va dia chi thw dién tir nhu hinh sau:

Bl

RSEY

v o
3 MO EN
resad g AL

Thong tin ca nhan.........cc.......
Email .
Ban can nhap cay du cac thong tin dwai day

S6 dién thoai

Tén natrdi strdun NGIHIVEN VAN RA

Buwéc 4: Nhan nit Dong y s& dat két qua dudi:



PHU LUC III
Hwéng dén cai dit, ding ky ban quyén
phian mém phong, chéng mi ddc tip trung BKAV Endpoint Client
(Kém theo Céng van s6  ICV-UBND ngay 11/7/2025)

Budrc 1: Tai fde BKAV Endpoint Client bang cach tim kiém link online tai vé tir
trinh duyét: bkav.com.vn/bkavent; mat khau giai nén: Bkav@15Endpoint.

Luwu V: Trude khi cai dit Bkav Endpoint Client, cAn g& b cic phin mém diét
virus khéc trén may tinh dé tranh xung dot gy treo hé thong, anh huong dén qua trinh
va hi¢u qua xu ly virus.

Budce 2: Sau khi da gidi nén, click chudt phai vao file cai dit c6 bén trong thu muc sé
duoc két qua nhu hinh dudi:
’ % Bkav Endpoint Installation X

@ Bkav: Endpoint 15

Internet Security

Dang khdi tao tai nquyén.

Hay bé

L

Buée 3: Click chudt vao nit Tiép tue dé bat dau cai dit:
5 % Bkav Endpoint Setup = O X

Bka\l Endpoint15 \¢ Intermet Security

Chao mirng

Cam on ban d3 str dung Bkav Endpoint. M&i ban bam vao nit "Tiép tuc® dé bat dau
qua trinh cai dat.

g vet v

Quay lai




Bwéc 4: Chon thu muc luu phﬁn mém BKAV Endpoint Client trén thiét bi va
nhat nat Cai dat:

V Bkav Endpoint Setup ‘X

Thu muc cai dat

Ban bam vao nut 'Cai d&t' dé bt 68u qua trinh cai dat, hodc bam vao nut “Thay dbi' dé thay déi thuw muc cai
dat.

Cai dat Bkav Endpoint vao thw muc:

C:’program Files (x86)'3kavEnterprise

Quay lai Huy bo

Khi cai dat xong, Bkav s€ dua thong bao can khoi dong lai may tinh, bam Khéi
dong lai.
4 .%:M.

Khu vue quét

” Quét nhanh Vetnrin-.AiC

Toan bd may B!,(ag

Chon thw muc
Khéi dong lai may tinh d& hoan t&t qua trinh cai d&t

CAu hinh quét " Luu¥: Ban hay déng cac tng dung dang mé trwdc khi

khéi dong iai.

Dat lich quét

Q-Gapvandéavé |




Bwéc 5: Sau khi thiét bj khoi dong lai, s& tw dong xuét hién thong béo cia BKAV
Endpoint vé viéc diang ky voi may chit BKAV; sau d6 click vao nat Pong y dé tién hanh
dang ky ban quyén (hodc chay phan mém Bkav Endpoint trén thiét bi, sau d6 vao muc
Ban quyén, click chudt trai vao nit Pang ky).

Bkav Endpoint

Ban c&n phai dang ky v&i may chi BKAV dé c6 day di

cac tinh nang ctia Bkav Endpoint.

- Giao dién ding ky ban quyén sé& hién 1én.

B T T et e

Théng tin ¢a nhan

Tén ngusi st dung | *)

SG dién thoai

Tén mdy cho

l
Email [
l

A SLATORRL ¥ N DRI TR A, AT,

Bwéc 6: Nhip thong tin vao cac 6 c6 dau (*) nhu hinh bén duéi; sau d6 bAm Pong
y dé dang ky ban quyén. Lwu y: ghi ré ho va tén, sé dién thoai lién lac, thw dién tir va
tén may chi la: endpoint.quangngai.gov.vn.

BkavEndpoint

Théng tin ca nhah”

Tén ngwdi s dung i *
sdoién thoai )
Email 1 =

Tén may chad =)




Budc 7: Nhap mat khau dang nhap, mdi don vi s& dugc tao 01 mat khau riéng biét
(mat khau do Phong An ninh mang va phong, chong t6i pham str dung cong nghé cao
cung cap bang cac hinh thuc: gii qua Email, nhom Zalo “DPgi tng ctru ATTT Quang
Ngai”).

lrxxxxxum‘

T - ——c it

- Két qua thanh cong s€ xuat hién thong bao sau:

Chic ming ban ¢a ding ky thanh ¢dng

e e e L e e o



UBND XA NGHIA HANH
PON VI

15

CONG HOA XA HQI CHU NGHIA VIET NAM

Déc lap - Tu do - Hanh phic

Quang Ngdi, ngay

thang 7 nam 2025

Kinh giri: Cong an tinh (qua Phong An ninh mang va phong, chdng t6i pham st dung cong nghé cao).

DANH SACH

Théng tin thiét bi di cai dit Phan mém phong, chdng mi ddc tip trung cia tinh Quang Ngii

MAU 01

T So dién thoai/ Mail cONg | T¢n, may tinh Dia chi MAC ciia mdy | H¢dieu | ppin | Ghi
Ho va tén|Chirc vu, don vi’ tinh hanh mem chu
BKAV
. |Chuyén vién, Vin 34-DE-1A-21-C9-51 End-point
Nguyen ohong - 0909.666.789/ VP- (Wireless LAN adapter | v indows | CHent/
1 Van o Nvanh- CONGTHUONG- |Local Area Connection* 1); 11 F;I’O 64 bit EDP
Anh |50 Cong;hu"mg snN@quangngai.gov.vn 1 34-17-EB-70-09-43 Viettel
ti _ .
n (Wireless LAN adapter Wi-
Fi);...
2
3
CAN BOQ THONG KE LANH PAO PON VI



mailto:snn@quangngai.gov.vn

UBND XA NGHIA HANH
PON VI

16

MAU 02

CONG HOA XA HQI CHU NGHIA VIET NAM

Déc lap - Tw do - Hanh phuc

Quang Ngdi, ngay

thang 7 nam 2025

Kinh giri: Cong an tinh (qua Phong An ninh mang va phong, chdng t6i pham st dung cong nghé cao).

DANH SACH

Thong tin thiét bi cai dit méi, cai dit lai

Phin mém phong, chdng mi ddc tip trung cia tinh Quang Ngai

T Chiic vy, do n | So di¢n thoai/ Mail cong | gn may tinh | Pia chi MAC ciamiy | Hédieu | phan | ID bin | Ghi
Ho va tén vi vu tinh hanh mem quyén | cha
BKAV
34-DE-1A-21-C9-51 Endpoint
Chuyén vién, (Wireless LAN adapter Client/ | &fient:
Nowén | van opse . 0909.666.789/ \/P- Local Area Connection* | W.indows | EDP 17115 cop;
1 Véi Znh q aA PROTE ™ INvanh- snn@quangngai. [CONGTHUONG- 1); 11Pro64 | Viettel | o an
S¢ Cong thuong|ys v/ yn 1 34-17-EB-70-09-43 bit iao dién
tinh . & i
(Wireless LAN adapter Phan
Wi-Fi);... mém
BKAV)
2
CAN BO THONG KE LANH PAO PON VI

(Ho va tén/sé dién thoai)
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